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9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

Llenamun ocBoeHns y4ebHOM ANCUUNIINHBI ABASOTCS:
N3yyeHne TeopeTnyeckmx OCHOB MHGOPMaLMOHHON Be3onacHoOCTH, 3aWwuTbl MHpopMa-
UUKN OT HECaAHKLMOHMPOBAHHOMO JocTyna, obecneyeHnsa kKoHPUAeHUManbHOCTU obMeHa UH-
dopmaumen B MIHPOPMAaLMOHHO-BLIYUCTIUTENBHBIX CUCTEMAX, BONPOCOB 3aLUMTbl UCXOAHbIX U
6anT KogoB NporpamMm; oBnageHne NpakTM4eckKMMmn HaBblkaMmy NPUMEHEHUA METOL40B KPUMTO-
rpacmmn, cteraHorpadumn, nonyyeHne NnpodeccnoHanbHbiX KOMNETEHLUMIN B 0611acTM COBpEMEH-
HbIX TEXHOSTOMMIA 3aLLMTbl UHGOPMaLUWK.
3apaym yyebHon gMCUMNnHBI:
- oby4eHue CTyQeHTOB TEOPETUYECKUM U NPaKTUYEeCKMM acnektaMm obecneyvyeHns nHgop-
MaLMOHHON 6e3onacHoOCTy;
- oby4veHue cTygeHToB 6a30BbIM MPUHLMNAM 3aLUTbl KOHUAEHUMANbHON MHpopMauun,
MeTodam naeHTudukaumm, ayteHTudumkaumm nonb3osarenen MHPopMaLMOHHON CUCTe-
Mbl, NPUHLUMNAM OpraHM3aLmm CKpbITbIX KaHanoB nepegayn nHpopmauum, npuHUmMnam
3aLWNTbl aBTOPCKMX NMpaB Ha 06beKTbl LMPPOBON MHTENNEKTYarlbHON COBCTBEHHOCTY;
- OBfnageHue NpakTU4eCcKUMM HaBblkaMy MPUMEHEHUS TEOPETUYECKMX 3HAHUIN AN Wnd-
poBaHUsA KOHpUAeHUMANbLHON MHGOPMaLKMK, CTeraHorpadUyYeckoro CKpblTUst MHopma-
LUK, KOHTPONS 3a LeNOCTHOCTbIO MHbOpMaLmn, peLlleHns 3agay naeHTudukaunm n
ayTeHTudunKaumnmn.

10. MecTo yuyeb6HOM AncuUNNUHbI B cTpykType OOI:

BxoauTt B 6ok obasaTtenbHbixX aucumnivH B1.0.

BxogHble 3HaHMA B obnactu yctponctea OBM 1 onepauyMoHHbIX CUCTEM, NPUHLN-
nax nx paboTbl, ceTeBbIX TEXHOSTOMUN, MHOPMATUKM.

11. MnaHupyemMble pe3ynbTaTbl O0y4YeHUsi MO AUCUUNNUHE/MOAYNI0 (3HAHUS, YMeHuUs,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3ynbTaTaMM OCBOEHUs 06pa3oBaTeNibHOMN
nporpaMmmbl (KOMNeTEeHLMSAMU) U UHAUKATOPaMU UX OOCTUXKEHUA:

Kog HasBaHne komneTeHunn Koga(kl) UHankaTop(bl) MnaHnpyemble pe3ynbTaTtbl 00yYe-
HUS
OlNK-1 | CnocobeH NPUMEHSATb OrliK-1.1 3HaeT oCcHOBbI MaTe- 3HaTb:
€CTeCTBEHHOHay4Hble U MaTuK1, PU3NKKN, Bbl- OCHOBHble TeopeTuyeckue W npak-
obLenHxeHepHble  3Ha- YNCMUTENbHOWM TEXHU- | TMYeckne acnekTbl obecneveHus
HWS, MeToAdbl MaTematu- KM 1 NporpaMMmpoBa- | MHGOpMaLMOHHOW 6Ge30MacHOCTY.
YecKoro aHanusa u mofe- HUS
nupoBaHus, TeopeTuye-
CKOTO M 3KCnepumeHTanb-
HOr0O MCCnegoBaHus B
npodeccnoHansHon aes-
TENbHOCTH
OlK-1.2 YMeerT peluatb cTaH- YmMeTb:

JapTHble npodeccuo-
HanbHble 3afa4un C
NpPUMEHeHMEeM ecTe-
CTBEHHOHAY4HbIX 1
06LLEeNHXEHEPHBIX
3HaHWI, METOLOB Ma-
TemaTn4yecKkoro aHa-
nu3a n mogenvpoBsa-
HUA

NPUMEHATb Ha MpakTUKe TeopeTu-
yeckue 3HaHus B obnactu KpunTo-
rpacoumn n cteraHorpadcun.

BnapeTb:

NpakTU4ecKMMN HaBblkamu paspa-
BOOTKM M MpUMEHeHus B npodeccu-
OHanbHOW [eATenbHOCTU KPUMTO-
rpadpudeckux u creraHorpadpunye-
CKUX anropuTMoB.

12. O6beM AUCUUNNMHBbI B 3a4eTHbIX eanHuuax/yac. — 4/144.

CDopma npome)KyTquoﬁ artrecTtaumm OK3aMeH.

13. TpyaoemkocTb No BMAaM y4ye6Hon paboTbl




TpyaoemMKoCcTb
Bupg yyebHol paboTbl Bcero Mo cemecTpam
Ne cemecTpa 8 Ne cemecTpa
AyanTOpHbIE 3aHATUS 60 60
nekuum 48 48
B TOM 4umChe: npakTn4eckme
nabopaTopHble 12 12
CamocTosTenbHasi paborta 48 48
B TOM Ymncne: KkypcoBas pabora (NpoekT)
dopma NPoOMEXYTOYHOM aTTecTaumnm 36 36
(3k3ameH —  4ac.)
WToro: 144 144

13.1. CopepxaHue QUCLUMNIIUHDI

Peannsauus
pasgena guc-
Ne n/n HaumeHosarne pasnena CopepxaHue pasgena guCuuniivHbl LMNAWHBI C No-
ANCUUNNNHBI N
MOLLbIO OHMamH-
Kypca, QYMK*
1. Jlekuum

11 OcHoBbI rocygapCTBEHHON MoHsATMe HaumoHanbHou 6e3onacHocTu. MHdopmaun- | CosgaH anek-
WH(OPMALIMOHHOM NONUTU- | OHHAasA 6e30MacHOCTb B CUCTEME HauUOHanbHom 6es- TPOHHBIN KYypC,
KN N MHOPMALMOHHOM onacHocTtu Poccuiickon degepaumm. pasmeLleHbl
©esonacHocTtu Poccuiickorn | FocygapcTBeHHast MHOpMaLuWoHHast nonuTtuka. k- mMartepuansl K
depepaumm dopmaLmoHHble pecypchl. [Mpobnembl MHpOpMaUMOH- | eKumm.

HOW BOWHbI.
Mpobnembl MHOPMaLNOHHOM 6e3onacHOCTU B cpepe
rocyapCTBEHHOIO N MyHUUMNANBLHOIO yrpaBneHus.

1.2 NudopmaumoHHas 6es- CoBpeMeHHasi NocTaHOBKa 3aayu 3awwmTbl MHpopma- | Co3gaH  anek-
OonacHoOCTb aBToMaTU3npo- L. TPOHHbIA  KYpC,
BaHHbIX CUCTEM OpraHusaumoHHo-NpaBoBoe obecneveHne, nHPopMa- | pasMeLleHbl

unoHHon 6esonacHocTu. NHopMaUnOHHbIE CUCTEMBI. | MaTepuanbl K
Yrposbl Hdopmauuu. nexkumu.
MeToabl 1 MOAENY OLIEHKU YA3BMMOCTU MHGOpMaLMK.
1.3 MeToabl U1 MOOENU OLIEHKU OMNUPUYECKMIN NOOXOA K OLEHKE Cos3gaH  anek-
Yys1I3BUMOCTM MHpopmMaLnm ysi3BUMOCTM MHGopmaLumm. Cuctema ¢ NofMHbIM nepe- | TPOHHbIA  KypC,
KpbiTeM. MNpakTuyeckas peanusauma Mogenn «yrposa | pasMeLleHbl
- 3awuTar. MaTepwuansl K
nekumu.

14 PekomeHgaumn no ucnonb- | PekomeHgaumu no Ncnonb3oBaHWO Moaenen oLeHKu CosgaH  anek-
30BaHWI0 MOJeNen OLEeHKN YS1I3BUMOCTM MHpopMaLunm TPOHHbIA  KYpC,
YS1I3BUMOCTM MHpopmMaLnm pasMeLLeHbl

MaTepwuansl K
nekumu.

15 MeToabl onpegenenns Tpe- | Metoabl onpegenexHus TpeboBaHui k 3awmTe nHgop- | CosgaH  anek-
B6oBaHun K 3awmTe nHdop- mMauum TPOHHbLIA  KypC,
Maumm pasmeLLeHbl

MaTepwuanbl K
NeKkunn.
1.6 DyHKUMM 1 3agaum 3awmTbl | O6wmne nonoxenus. Metoabl dopmupoBaHust yHk- | Co3gaH  anek-
MHdopMaLnm UM 3awmtbl. Knaccbl 3agad 3awuTbl MHOPMauUK. | TPOHHBLIM  KYpC,
OyHKUMM 3amTbl. COCTOSHUSA U (PYHKLMM CUCTEMbI | pasMeLLeHbl
3alnTbl HOpMaLLUK MaTepuansl K
nekumu.

1.7 CtpaTteruun 3awuTbl UH- CtpaTteruun sawmuTbl UHOpMaLU. Co3gaH  anek-

dopmauum TPOHHbIA  KYpC,
pasMeLLeHbl
MaTepwuanbl K
NeKunn.

1.8 Cnocobbl 1 cpeacTea 3a- Cnocobbl 1 cpeacTBa 3aWwmThl MHOpMaLUn. CosgaH  anek-
LTI HpOpMaLn TPOHHBLIA  KYpC,

pasMeLLeHbl




matepuansl K
nexkuun.

1.9 Kpuntorpadmyeckme meto- | TpeboBaHUS K KpUNTOCUCTEMAM. Co3gaH  anek-
Abl 3aWunThl HOPpMaLMn OcHoBHble anropuTMbl WndgpoBaHus. Lindgposeie TPOHHbIA  KYpC,
noanucum. pasMeLLleHbI
KpunTtorpadguyeckue xeww-gyHkumn. Kpuntorpadgude- mMatepuvanbl K
CKue reHepatopbl criydyanHbix ymucen. Obecneumsae- nekumn.
Mas LUMPOM CTENEHb 3aLLUThI.
KpuntoaHanus n ataku Ha kpuntocuctemsl. Lindgppo-
Bble BoAsHble 3Haku (LIB3), Buabl peanusaunum, npak-
TMyeckne obnactu NpUMeHeHMs.
1.10 | ApxuTtekTtypa cuctem 3awim- | TpebosaHua k apxutektype C3WU. MoctpoeHne C3W. | CosgaH  anek-
Tbl MHCpOpMaLUK Anpo cuctembl 3awntbl MHOpMauun. Pecypcbl CU- | TPOHHBIN  KYpC,
CTeMbI 3aLUTbl MHOPMaLMK. pasMeLLleHbI
matepuanbl K
neKuun.
2. lMpakTuyeckne 3aHATUA
3. llabopaTopHble 3aHATUA
3.1 Kpuntorpadguyeckme meto- | 1. MpakTnyeckoe n3ydyeHme paboTel anroputmoB | Co3gaH  anek-
Abl 3aWunThl MHOPMaLMm 6rI04YHOrO CUMMETPUYHOTO LUINGPOBAHNS. TPOHHbIA  KypC.
2. MayyeHne kpunTorpadmnyecknx reHepaTopoB | PasmelleHsi
cnyvavHbIX Yncern. nHanBMAayanb-
3. MpakTuyeckoe wu3yvyeHme paboTbl acUMMET- | Hble 3afaHus
PUYHBIX anNropuUTMOB LLUMGPOBAHMS. Ons  BbINOSHe-
4. M3yuyeHne 4acCTOTHbIX XapaKTepPUCTUK TEKCTO- | HUs nabopa-
BbIX COOBLLEHMWI. TOPHbIX paborT.
5. M3yyeHne anropuTmoB cTeraHorpadguyeckoro

CKPbITUSI AaHHbIX B MPOCTPAHCTBEHHOW W YaCTOTHOW
obrnacTtu KoHTerHepoB (Ha npumepe UMdPOBbLIX N3006-
paxkeHun).

6. MpakTnyeckoe M3yyeHwe NPUHLMNOB M MeTo-
[0B cTeroaHanusa (Ha npuMepe BU3yarnbHOro 1 cTaTu-
CTUYECKOrO CTeroaHannsa UMdpoBbIX N306paxeHui).

13.2. Tembl (pa3genbl) AUCUMNIUHBI U BUAbI 3aHATUN

Ne
n/n

HanmeHoBaHue TeMbI
(pasgena) gucumnnuHbl

Bugbl 3aHATUI (KONIM4ECTBO YacoB)

Jlekunn

MpakTuyeckme | JlabopaTopHble

CamocTosATenbHas
paboTta

Bcero

1

OcHoBbI rocyaapCcTBeH-
HOW MHPOPMAaLIOHHON
NOMAUTUKM U MHPOPMaLM-
OHHOW 6e3onacHocTu
Poccuinckon degepaumm

12

MHdopmaumoHHasa 6e3-
ONacHOCTb aBTOMaTu3n-
POBaHHbIX CUCTEM

MeToabl 1 MOogenu oLeH-
K1 ysI3BUMOCTM UHpopMa-
Luum

PekomeHaauum no uc-
NMonb30BaHMIO Modenen
OUEHKN yA3BUMOCTU UH-

dopmavmm

MeTogbl onpegeneHuns
TpeboBaHW K 3awmTe
WHpopmauum

DYHKLMM 1 3aga4m 3aLu-
Tbl MHOPMaL MK

CrtpaTteruu 3awuTbl nH-
dopmauum

Cnoco6bl 1 cpeacTsa 3a-
LUMTBI MHOPMALIAK

KpunTtorpadguyeckue me-

12 12 12

36




TOAb! 3aWnThl MHOpMa-
umn
10 | ApxuTekTypa cuctem 3a-
LWKNTbI HOopMaLnK 4 4 8
WToro: 48 12 48 108

14. MeToan4yeckue yKkazaHMA AnNs o6y4aroLWMUXCcA No OCBOEHUIO AUCLUMNIIUHDI:

1) Mpu n3yveHnn gnucumMnnHebl pekoMeHayeTCa UCMonb30oBaTh crefyLlmne cpeacTaa:
- peKOMeHAyeMy OCHOBHYIO 1 JOMNONMHUTENBHYIO NuTepaTypy;

- MeTogu4ecKkne ykasaHmsa n nocobus;

- KOHTPOJIbHbIE 3alaHusa AN 3aKpenneHna TeopeTMyYeckoro maTepmana;

- 9NEKTPOHHbIE BEPCUN YH4EOHUKOB N METOAMYECKUX YKa3aHUM AN BbINOAHEHUs nabopaTtopHO -
npakTn4ecknx paboT (npym HeoH6XOANMOCTN MaTepmuarbl PacChiNaTCs NO ANEKTPOHHOM NoYyTe).

2) Ona MakcMMarnbHOro YCBOEHUS AMCUMUMINHBI PEKOMEHOYeTCA NpoBeaeHne NCbMEHHOIO
onpoca (TecTupoBaHue, pelleHre 3aaad) CTyAeHTOB Mo MaTepuanam fekumMin 1 npakTu4eckmx
pa6GoT. MoaGopka BONPOCOB AN TECTUPOBAHUSA OCYLLECTBMNAETCA Ha OCHOBE U3Y4YEeHHOro Teo-
peTuyeckoro matepuana.

Takon nogxod NO3BONSIET MOBLICUTbL MOTUBALMIO CTyOEeHTOB Nnpun KOHCNEKTUupoBaHNUN nNekKumoH-
HOro matepuana.

3) Mpn npoBeaeHun nabopaTopHbIX 3aHATUIM 0BecnevmBaeTcs MakcMmarnbHasi CTENEeHb CO-
OTBETCTBUSI C MaTepManom NEKLMOHHbIX 3aHATUN U OCYLLECTBNAETCA 3KCNepuMeHTanbHasi npo-
Bepka MeTO[OB, anroputMoB U TeXHONOorMm obpaboTkn nHopMaumm, msnaraeMblx B pamkax
neKunn.

4) Mpn nepexoge Ha OUCTAHUMOHHBIA PEXUM OBYyYeHUa ONs CO3L4aHUSA ANEKTPOHHBIX Kyp-
COB, YTEHUNA NEKUNN OH-NanH N NpoBeAeHNsa NnabopaToOpHO- NPAKTUYECKUX 3aHATUA UCNOSb3Y-
eTca MHpopmMaunoHHble pecypcbl ObpasoBaTenbHOro noprtana "OneKTPOHHbIA YHUBEPCUTET
BI'Y (https:\\edu.vsu.ru), 6asupytoLierocs Ha cucteme aAncTaHUMOHHOro obydeHuns Moodle, pas-
BEpPHYTOM B YHMBEpPCUTETE.

15. NepeyeHb OCHOBHOW U AONOSIHUTENILHOM NUTEpPaTYpPbl, PECYPCOB UHTEPHET, HEObXO-
OUMbIX AN OCBOEHUA AUCLUNIINHDI

a) OCHOBHag nuTeparypa:
Ne n/n McTOYHMK

dununnos, b.N. UHdopmaumoHHasa 6e3onacHocTb. OCHOBbLI HAAEXHOCTM CPEeaCTB CBA3N :
y4ebHuk / 6.. dununnos, O.I'. LepcTHeBa. — MockBa ; bepnuH : Qupekt-Meauna, 2019. — 241

1
C.: un., Tabn. — Pexxum goctyna: no nognucke. — URL:
https://biblioclub.ru/index.php?page=book&id=499170
bapaHoBa, EneHa KoHcTaHTuHOBHA. VIHpopmaunoHHas 6e3onacHoCTb U 3awumta nHgopma-
2 uun : y4ebHoe nocobue : [4ns cTyA., obydarowmxes no HanpaeneHuto "MNpuknagHasa nHgop-

maTuka"] / E.K. bapaHoBa, A.B. babaw .— 4-e usa. nepepab. n gon. — Mockea : PUOP : UH-
OPA-M, 2019 .— 334, [1] c. : un., Tabn. — (Bbicwee obpasoBaHue) .— bubnuorp.: c. 327-330.

6) fJononHWUTeNLHas NMTepaTypa:

Ne n/n NCTOYHKK

1 DNEeMEHTbI TEOPUN YNCEN N KPUTO3aLLMTa : yuebHoe nocobue / BopoHeX. roc. yH-T; cocT. : b.H.
BopoHekos, A.C. LLleronesaTtbix .— BopoHex : WML Bry, 2008 .— 87 c. : un .— bubnwuorp.:
c.87

.— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf>.
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http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf
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http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf
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http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf

2 Kpuntorpadunyeckme metoap! 3alumnTbl MHDOpMaummn : yuebHoe nocobue ans sy3os / Bo-
pOHEeX. roc. yH-T; cocT. b.H. BopoHkos .— BopoHex : UL, By, 2008 .—58c. : un .—
Bubnwuorp.:

€.52-58 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-17.pdf>.

3 pnbynHuH B.T. Lndposas creraHorpadus / B.I'. pubyHun, U.H. Okos, U.B. TypuHuEB. —
M.: COJIOH-Ipecc, 2002. — 272 c.

4 Teopemuyeckue 0CcHOB8bI KOMIbromMepHoU besonacHocmu (y4ebHoe nocobue Onsi BY308) /
[.H. dessiHuH [u 0p.]. — M.: Paduo u cessb, 2000 — 192c.

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchl (0duumnanbHble pecypchbl MHTEPHET)®:
Ne n/n Pecypc
OneKTpOoHHbIN kKaTanor Hay4yHon 6ubnnoTekn BopoHeXCKoro rocyaapCTBEHHOrO yHUBepcuTeTa. —
1 (https://www.lib.vsu.ru/).
O6pasoBaTtenbHbI nopTan «ONeKTPOHHbIN yHuBepcuTeT BIY».— (https://edu.vsu.ru/)

2

— «YHuBepcuteTckas 6mbnuoteka online» - Kontpakt Ne 3010-06/05-20 ot 28.12.2020
3 — «KoHcynbTaHT cTtygeHTa» - Kontpakt Ne 3010-06/06-20 ot 28.12.2020

— OBC «JlaHby» - KoHTpakT Ne3010-06/03-21 ot 10.03.2021

— «PYKOHT» (UTC KoHTekctym) - Oorosop AC-208 ot 01.02.2021

16. MNMepeyeHb y4eOHO-MeTOaNYECKOrO ob6ecnevyeHns AN CaMOCTOATENIbHOU paboTbl

Ne n/n McToYHMK

1 OcHoBbl MHpopMaLMOHHON Be3onacHOCTM [ANeKTPoHHbIN pecypc] : y4eb. nocobue / E.B. be-
nos, B.I. INlock, P.B. Mewepskos, A.A. LLlenynaHoB .— M. : [opsadas nuHus — Tenekom, 2011
— 559 c.:un. —ISBN 5-93517-292-5 .— ISBN 978-5-93517-292-5 .— Pexum gocTtyna:
https://rucont.ru/efd/202786

17. O6pa3oBaTefnibHble TEXHONOrMU, UCNOfib3yeMble NpU peanusauum y4ebHOU AuUCLMU-
NVHbI, BKMKOYas AUCTaHUMOHHbIe obOpasoBaTtenbHble TexHonorum (AOT, aneKTpoHHoe
ob6y4eHue (J0), cmewaHHOe O0Gy4YeHue):

[ns peanu3aumm y4ebHoro npouecca Ucrnonb3yrTCs:

1 «knueHTckue n cepsepHble OC un MO Microsoft B pamkax nognucok <lmagine>. 3-neTHss
nognucka no gorosopy 3010-16/96-18 ot 29.12.2018

2 [1O Dr. Web Enterprise Security Suite KomnnekcHas 3awmta Dr. Web Desktop Security
Suite + LleHTp ynpasneHus Ha 12 mecsues, 1400 MK (Mpoanexne) gorosop 3010-07/01-
19 o1 09.01.19

3 YHuBepcuTeTCcKasa NUUEH3NA Ha nporpaMmmHbIn komnneke ans 9BM MathWorks MATLAB
Total Academic Headcount - 25 no gorosopy 3010-07/01-19 ot 09.01.19

4 T10 XSpider, nuueH3ns Ha 16 xOCTOB, cepTUPUUMPOBaAHHAs BEPCUSA, akT npeaocTasne-
Husa npas N Pr000778 ot 05.06.2018

5 JlvueH3na Ha npaBo mcnonb3oBaHuss CK3W <Kpuntollpo PytokeH CSP>, akT npepo-
ctasneHus npas N PrO00778 ot 05.06.2018

6 Akagemuyeckas nuueHsunsa (Ha 5 net) Ha YyebHo-meTogmyeckun komnneke <fporpamm-
HO-annapartHasi 3awmrta ceteun C 3amnTon oT HCO> B cocTaBe:
MO ViPNet Administrator 4.x - 2 wt., MO ViPNet Coordinator Windows 4.x - 2 wr., 10
ViPNet Coordinator Linux - 2 wrt., MO ViPNet Client 4.x - 20 wT., NO ViPNet Policy
Manager 4.x - 1 wr., 1 y3en ynpaesnenus Policy Manager - 20 wr., MO ViPNet
StateWatcher 4.x - 1 wr., 1 y3en moHutopuHra StateWatcher - 20 wr.

7 [pn npoBegeHnn 3aHATMIA B ANCTAHUMOHHOM peXMME 0By4YeHUst UCMOMb3YTCA TEXHU-
yeckme n nHpopmaumoHHble pecypcbl ObpasoBaTtenbHOro noprana "OneKkTPOHHbIA YHU-
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Bepcutet BI'Y (https:\\edu.vsu.ru), 6asupytouieroca Ha cucteme AUCTaAHLUMOHHOrO 00y-
yeHus Moodle, pa3BepHyTON B yHUBEpPCUTETE.

18. MaTepmnanbHoO-TeXHUYECKOe obecneyeHme QUCLUNIINHDI:

1. MynbTumeaumnHas nekunoHHasa aygutopus (kopn.1a, aya. Ne 297), MNK-Intel-G3420,
paboyee mMecTo npernogaBaTens: NPOeKTop, BUAEOKOMMYTaTop, cneunann3mpoBaH-
Has mebenb: gocka menosas 1 wrt., ctonbl 31 WT., CTYyNba 64 wWT.; BbIxO4 B VHTEp-
HeT, 4OCTyn K poHAaM y4ebHO-MeToaMYECKOM AOKYMEHTAUNN U SNEKTPOHHbIM 13aa-
HUAM.

2. KomnbtoTepHbin knacc (oguH n3 Ne1-4 kopn. 1a, ayn. Ne 382-385),K-Intel-i3 16 wT.,
cneunanmaMpoBaHHaa mebenb: gocka mapkepHast 1 wT., ctonbl 16 wT., cTynba 33
WT.; A4OCTYN K ooHAaM y4eOHO-MeTOANYECKON OOKYMEHTALUN U SNEKTPOHHbIM U3aa-
HUAM, OOCTYN K 3NEKTPOHHbLIM BMBNNOTEYHBIM CUCTEMaM, Bbixod B VIHTEpHeT.

19. OueHo4HbIe cpeacTBa ANs NpoBeAEeHUA TEKYLen 1 NPOMEXYTOYHOMN aTTecTauum

MopanoK OLEHKM OCBOEHUs oBydyalowmumuca ydeGHOro matepuana onpefensieTcsa co-
[AepXXaHueM crieayoLmx pasaenos AUCLUUNIIHGI

NnaukaTop(bl)
OOCTWDKEHNS OueHouyHble cpeacTBa
KoMnNeTeHuun

Ne | HaumeHoBaHue pasgena gucumnnuHel (Moay- Komne-
n/n ns) TeHuusA(n)

Paspenbl 1-10

OcHoBbI rocygapCTBEHHOM MHGOPMaLMOHHOWN

NOMNUTUKM N MHOPMALIMOHHON Ge3onacHoCTH

Poccuitckon degepaumm.

NudopmaumnoHHasa 6e3onacHOCTb aBToOMaTu-

3MPOBAHHbLIX CUCTEM.

MeToabl 1 MOOENN OLEHKN YA3BMMOCTU WH-

dopmauum.

PekomeHgaLumm no Mcnonb3oBaHU Moaenen

OLEHKUN YA3BUMOCTU MHAPOPMaLN.

MeToabl onpeneneHuns TpeboBaHui K 3awmTe

MHdOopMaLnu.

DYHKLMM U 3a4a4u 3aLUTbl MHOopMaLUu.

CtpaTteruun 3awmTbl UHOpMaLn.

Cnocobbl 1 cpecTBa 3awuThl MHOPMaLNK.

Kpuntorpaduyeckune meTtoapbl 3aLmThl UH-

dopmauum.

ApXUTEKTYpa CUCTEM 3aLLMTbI UHPOPMALIUN.

Pasgenbl 1-10

OcHoBbI rocyaapCTBEHHON NHOPMALMOHHON

NOMUTUKM N HOPMALIMOHHON Be3onacHoCTH

Poccuiickon ®eaepauunn.

MHdpopmaumoHHas 6e3onacHoCTb aBToMaTu-

3MPOBaHHbIX CUCTEM.

MeToabl 1 MOAENU OLIEHKN YA3BUMOCTU NH-

dopmauum.

PekomeHaaumy no ncnonb3oBaHUO Moaenen

OLLEHKN YA3BUMOCTU MHAOpMaLMK.

MeToabl onpefeneHns TpeboBaHUn K 3almTe

MHdOopMaLnn.

DYHKLMM 1 3aga4m 3aLnUTbl MHGOpMauuu.

CrtpaTteruu 3awutbl nHdOpMaLnK.

Cnocobbl 1 cpeacTBa 3awmuTbl MHOOPMaLNK.

Kpuntorpaduyeckue meTtoasbl 3almThl UH-

dopmauum.

ApXUTEKTYpa CUCTEM 3aLLMTbI MHOPMaLINN.
IMpomexyToyHas aTTecTaumns

CobecepoBaHue, KOH-
TponbHas paboTa no
OrK-1 OrnkK-1.1 COOTBETCTBYHOLLMM
pasgenam. Jllabopa-
TOpHble paboThl 1-6.

CobGecenoBaHue, KOH-
TponbHas paboTa no
OlnK-1 OlK-1.2 COOTBETCTBYIOLLNM
pasgenam. Jllabopa-
TOpHble paboThbl 1-6.




NHankaTop(bl)
OOCTUXKEHUS OueHouHble cpeacTBa
KOMMNeTEHLUN

Ne HanmeHoBaHue pasgena gucuunnuHbl (Mogy- Komne-
n/n ns) TeHuusA(1n)

dopma KOHTPOIsi — 3K3aMeH

20. TunoBble OLEeHO4YHbIEe CpeacTBa U MeToAuYecKue Martepuanbl, onpegensiowme npo-
LeAypbl oLueHNBaHUA

Mpr1MepHbIM NepevyeHb NPUMEHSAEMbIX OL,€HOYHbIX CPEACTB

Ne n/n [HammeHoBaHue NpencraBneHne oLeHOYHOro Kputepumn oueHkn
OLEeHOYHOro cpeacTea cpeacTtea B hoHae
1 2 3 4
1 YCTHBI onpoc Bonpockl no Temam/pasgenam Llikana oueHuBaHust COOTBETCTBYET
ANCLUMNNNHbBI npvBeaeHHon B pasgene 20.2
2 KoHTponbHasa paboTta no [TeopeTunyeckue Bonpockl no Te- [LLkana oueHnBaHus cooTBETCTBYET
pasgenam OUCUUNInNHbI Mam/pasgenam AnNCUUnnHbl npueBegeHHon B pasgene 20.2
3 NabopaTopHasa paboTa Copepxut 6 nabopaTopHbIX 3a- |[1py ycnewHo BbINONHEHUN paboThl
naHMn, npegycMmaTpumBaoLmx OCYLLLECTBNAETCSA AOMNYCK K KOHTPOSIb-
pa3paboTKy U TeCTUpOBaHME Hol paboTe, B NPOTUBHOM crny4yae
KpunTorpauyeckmx n cteraHo- |obyyaroLwmca He 4OMYyCKaeTCH K KOH-
rpadomnyeckmx anropuTmMoB TponbHOW paborTe.
4 KM npomexyToyHon Kaxkablh KOHTPOMbHO- namepu-  (LLikanbl oueHnBaHnsa NpuBeaeHbI B
aTtTecTayum TernbHbIA MaTtepuan ansa npose- [pasgene 20.2
neHnsa NPoMeXyTo4YHOW aTTecTa-
LMK BKNOYaeT 2 Bonpoca ans
KOHTPONS 3HAHWUW, YMEHUI 1
BrageHun B paMkax oueHKu
YPOBHS CCHOPMUPOBAHHOCTU
KOMMNEeTEHLUN.

20.1. TeKyWwnin KOHTPOJb YCNeBaeMoCcTu

KoHTponb ycneBaeMocTh NO AUCLMMNIIMHE OCYLLECTBISETCA C MOMOLLbIO CreayHoLWmnX OLEeHOYHbIX
CpencTsB:
Mpumep 3agaHnA ANA BbINOJIHEHUA nabopaTtopHoM paboThl
Na6opaTtopHasa pa6boTta Ne3
«3yyeHMe acCUMMETPUYHBLIX anropuTMoB LW poBaHUSA»

Lenb paboTbli:
U3yyeHue pabombi acuMMempUYHbIX an2opummos wughposaHusi Ha npumepe anzopumma RSA.
dopma KOHTPONA: omyém 8 /IeKMPOHHOM 8ude
KonunyecTtBOo OTBEAEHHBLIX ayAUTOPHbLIX YacoB: 4
3apaHwue:
lNMonyyume y npernodasamerns eapuaHm 3adaHus u Hanuwume Koo, peanusyrouwuli 3adaHHbll anzo-
pumm. Cocmasbme om4yém o npodenaHHOU pabome, 8 KOMOpPOM ompa3sume credyruue nMyHKMbI:

1. ®NO ncnonHUTENS N HOMEP rPynMbl.
HassaHue n uenb nabopatopHou paboThi.
Homep cBoeroBapuaHTa.
Kopa, HanncaHHbIN UCNONMHUTENEM.

5. Pe3ynbtaTtbl paboTbl nporpamMmmbl.
MpumMepbl KOHTPOJbHLIX BOMPOCOB:

H LN

1. Ha yeM ocHOBbIBaeTCa HAAEXHOCTb anropuTMa RSA?

2. Kakne npeobpazoBaHus nexaT B OCHOBE KPUMTOCUCTEM C OTKPbITbIM KIIOUYOM?
Mpumep BapuaHTa 3agaHuA:
MpoBecTn aewmndpoBaHne TekcTa, 3andpoBaHHOro anroputmom RSA, Ha OCHOBE M3BECTHOMO OTKPbI-
Toro kntoya Kp 1 wundposaHHoro tekcta C.



Kp = {n=471090785117207; e=12377}
C = 314999112281065205361706341517321987491098667.
OnucaHue TexHonorum npoeegeHnd

OueHka 3HaHMI, YMEHUIN U HABbIKOB, XapakTepuaytowas atanbl GopMUPOBaHNS KOMNETEHL N B
pamMKax UsyvyeHusi ANCUMNITMHBLI OCYLLLECTBNSAETCS B XO4€E TEKyLLEN U MPOMEXYTOUHOW aTTecTauun.

Tekywan atrecrtayma NpoBoaUTCA B COOTBETCTBMM C [1onoxeHnem o Tekylen attectauumn oby-
YaloLMXCcs No nporpaMmMmam BbicLlero o6pasoBaHnsa BopoHeXcKoro rocygapCTBEHHOIO yHMBepcuTeTa.
Tekywasn aTrectaums NpoBoANTCS B hopMax yCTHOro onpoca (MHAMBUAYyanbHbIA onpoc, opoHTanbHas
Gecena) n NMCbMEHHbIX paboT (KOHTPOnbHbIE, NabopaTopHble paboTsl). Mpu oueHnBaHUN MOTyT UC-
Nosib30BaTbCs KOSIMYECTBEHHbIE NN KaYeCTBEHHbIE LUKarbl OLLEHOK.

Tpe6OBaHI/IFI K BbIMONHEHMIO 3a4aHNI (VIJ'IVI LUKanbl 1 Kputepumn OLl,eHI/IBaHVIFl)

Mpun oueHnBaHUN NCNONb3YeTCA KONMYecTBeHHas Wwkana. Kputepmm oueHnBaHus npMBeaeHsl
Bbie B Tabnuue pasgena 20.2.

20.2. NpomexyTo4yHas atrecTayus

MpomexyToyHass aTTectaumsi No AUCUMMNIIMHE OCYLLECTBNSETCA C MOMOLLbIO CreaylLwwmux ole-
HOYHbIX CPeACTB:
MpUMepHbIM NepeYyeHb BOMPOCOB K 3K3aMeHY

No CopepxxaHue

1 OCHOBbI rocyJapCTBEHHON MHAOPMALMOHHOM NOMUTUKMA U MHOPMALIMOHHOM Ge30nacHOCTH
Poccunckon ®egepaunmn

2 Yrpo3bl MHOpMaLMOHHON 6e30MacHOCTU, MOAENN HapyLLMTenen

3 MeTogpbl 1 MOZENN OLIEHKM YA3BMMOCTU MHGOpMaLIMK

4 PekomeHgaLmm No Mcnonb30BaHU0 MOAENEN OLLEHKN YA3BUMOCTU MHpopMaummn

5 PyHKUMM 1 3a4a4M 3aLUMTbl MHpopMaLuun

6 MpegmeTHasa obnactb KpunTorpadgun

7 ANropUTMbl CUMMETPUYHOIO WngpoBaHus, ceTb Pencrens

8 Pexxumbl BEINONTHEHUST anrOPUTMOB cMMMeTpUYHoro wundgposanusa (ECB, CBC, CFB, OFB)

9 KpvnTocucTembl ¢ OTKPbITbIM KIMHOYOM, OfHOHaNpaBeHHble (YHKLUK

10 OgHoHanpaBneHHble X3L-yHKLMK

11 OneKTPOHHasa Nognuch

12 MporpammHble gatynkm MNMCI yncen

13 MpuHUMNBI paboThbl KPMNTOAHANUTUYECKUX anNropUTMOB.

14 MpegmeTHasa obnactb cTeraHorpacgpum

15 CreraHorpacm4eckoe CKpbiTME AaHHbIX B MPOCTPAHCTBEHHON 06nacTy KoHTenHepa

16 CTteraHorpadunyeckoe CKpbITME AaHHbIX B YaCTOTHOM 061acT KOHTENHepa, MeTOAbI KOAMPOBa-
HWs C paclUMpeHVEM cnekTpa

17 CTaTucTnyeckme u CTPYKTYpHble MeToAbl CKpbITUSE MHcpopMaumn

18 LindbpoBble BOAsAHbIE 3HAKK

19 CteroaHanus. BusyanbHbli, CTaTUCTUYECKNA, YHUBEPCATbHbIA CTEroaHanums.

20 APXMTEKTYpa CUCTEM 3aLMTbl MHOPMaLMK

21 O6wwme TpeboBaHMsA K NOCTPOEHWNIO HAOEXHON CUCTEMBI 3aLLMThI

Mpumep KOHTPOSIbHO-U3MEPUTENbLHOro Matepmuana
YTBEPXOAHO
3aBeaytowui kacegpon TexHonorun obpaboTkm n 3awnTel HGOPMaLn
A.A. CuporTa
_ . .2021

HanpaeneHue noarotoBku / cneymanbHocTb_09.03.04 MNporpammHasa MHXeHepus

OucuunnuHa 61.0.42 HdopmMaLmnoHHas 6€30nacHocTb

dopma 0by4veHusa O4yHoe



Bug koHTpons Jk3amMeH

Bup atTectauun [NpomexyToyHas

KoHTponbHO-n3amepurtenbHbii matepman Ne 1

1. PeXuMbl BbINOMHEHNA anroputMoB cuMmmeTpudHoro wudgposaHua (ECB, CBC, CFB, OFB).
2. LUndposble BoASAHbIE 3HAKU.

MpenogaBartenb A.1O. MBaHkoB



OnucaHune TexHonornm nposegeHuns

[lna oueHnBaHUsi pe3ynbTaToB 00yYeHMs Ha 3a4eTe UCMONb3YTCA Creayolme coaepkaTerbHble no-
kasatenu (bopMynmpyeTcs C y4eTOM KOHKPETHbLIX TpebOoBaHUA AUCLMNIUHDI):

1. 3HaHMe TeopeTUYECKNX OCHOB y4ebHOro MaTepuana, OCHOBHbIX ONpeaeneHunii, MOHATUI U UCMOoNb3yY-
eMoVi TEPMUHOIOMU;

2. yMeHure npoBoanTb 060CHOBaHWE 1 NpeacTaBlieHNe OCHOBHbIX TEOPETUYECKMX U MPAKTUYECKUX pe-
3ynbTaToB (anropMTMOB, METOAMK) C UCNOSIb30BaHNEM MaTeMaTUYECKUX BbIKIaAokK, 6roK-CXeMm, CTPYyK-
TYPHbIX CXEM U CTaHOAPTHbIX ONMUCAHUIA K HUM;

3. ymeHune 000CHOBbIBaTL CBOU CyXXOEeHNA N I'IpO(*)eCCI/IOHaJ'IbHyI'O no3numnio No n3naraemMomy Bonpocy,

4. BnageHvne HaBblkaMu NPOrpaMMMpPOBaHUS U UCCINEA0BaHNS KpUNTorpadnyecknx anropuTtmMmos obpa-
60TKM MHOPMaLMKM B paMKax BbINOMHSAEMbIX NabopaTopHbIX 3a4aHuNR;

PasnunyHble KOMOMHaLMM NepeYnCrieHHbIX NokasaTenen onpeaensitoT KpUTepumn oLeHNBaHUS pesyrbTa-
TOB 06y4YeHUst (CHOPMMPOBAHHOCTU KOMMETEHLMIA) HA rOCyJapCTBEHHOM 3K3aMeHe:

- noporoBbi (6a3oBbI) ypoBEHb CHOPMUPOBAHHOCTM KOMMETEHLMIA.

[ina oueHnBaHUsi pe3ynbTaToB 0O6y4YeHMs Ha rocyaapCTBEHHOM 3k3ameHe ncnonb3yeTcs 4-6annbHas
LLKana: «OT/IMYHO», «XOPOLLOY», «YAOBNETBOPUTENBHOY, «HEYAOBNETBOPUTENBHOY. [INa OLeHMBaHNS
pe3ynbTaTtoB 00y4YeHMs1 Ha 3a4eTe UCMONb3YyeTCs — 3a4TEHO, He 3a4TEHO No pe3yrbTaTaM TeCTMPOBa-
HUS1.

TpeboBaHUs K BbINOMHEHWUIO 3a4aHWUIA, LUKarbl M KpUTEPUM OLLeHNBaHUS

KpuTepum oueHMBaHUA KOMMETEHLMWA U LLIKana OLeHOK (3K3aMeH)

YpoBeHb cdhopMu-
KpuTepun oueHMBaHMs KOMNETEHLUUNA poBaHHOCTM kKomne- | LLkana oueHok
TEHLWN

OGyyaloLWwmMncs 4eEMOHCTPMPYET NOSTHOE COOTBETCTBUE 3HAHWUI, yme-  [[loBbIlWeHHbI ypo- |OTANYHO
HWIA, HAaBbIKOB MO NPUBeAEHHbIM KpUTEPUSIM CBOGOAHO OnepupyeT No- [BeHb
HATWMIHBIM annapaToM U NPUOBPETEHHLIMW 3HAHUSAMWN, YMEHUSIMMU,
NPUMEHSAET UX NPU PELUEHUN NPaKTUYECKUX 3agad. YCneLwHo BoInos-
HeHbl nabopaTopHble paGoThl B COOTBETCTBMMU C YCTAHOBMEHHbIM Me-
peyHeMm.

OTBET Ha KOHTPONbHO-N3MEPUTENbHbBIV MaTepuan He NOSTHOCTbIO CO-  [Ba3oBbI YPOBEHb  [XOPOLUO
OTBETCTBYeT OAHOMY 13 NepeyvncreHHbIX Bbllle nokasatenen, Ho oby-
HaloLWKnnca fgaeT npaBuiibHblIe OTBEThI HA JOMOMHUTENbHbLIE BOMPOCHI.
Mpu aTOM OByyvalLWNNCA 4EMOHCTPMPYET COOTBETCTBUE 3HAHWI, yMe-
HWI, HaBbIKOB NpUBEeAEHHbIM B Tabnuvuax nokasaTensam, Ho gonyckaet
He3HauMTernbHble OWNOKN, HETOYHOCTU, UCMbITbIBAET 3aTPYOAHEHUS NpU
peLLeHMn NpaKkTUYecknx 3agad. YCneLHo BbiNofHeHbl nabopaTopHble
paboTbl B COOTBETCTBUMN C YCTAHOBIIEHHbLIM NEPEYHEM.

Ob6y4yalLwminca 4eEMOHCTPMpPYET HEMOJTHOE COOTBETCTBME 3HAHMWI, yMe- [[1oporoBbIvi ypoBEHb |Y40BNETBOPU-
HWI, HAaBLIKOB NPUBEAEHHBIM B Tabnuuax nokasaTenam, gonyckaeT TEnbHO
3Ha4YUTENbHbIE OLIMOKN NPU peLleHmnn npakTmyeckux 3agad. MNMpu atom
OTBET Ha KOHTPOSbHO-U3MepPUTENbHbIA MaTepuan He COOTBETCTBYeET
noObIM ABYM U3 NepedncrnieHHbIX nokasaTtenemn, obyyawowmnca gaet
HEMosMHblIe OTBEThLI HA JOMNOSTHUTENbHbIE BONPOCHI.

YcnewwHo BbinoMnHeHbl nabopaTtopHble paboThl B COOTBETCTBUN C yCTa-
HOBMEHHbIM NEPEYHEM.

OTBET Ha KOHTPONbHO-N3MEPUTENbHbLIA MaTepuan He COOTBETCTBYET HeypnosneTtso-
no6bIM TPEM U3 NepeduncrieHHbIx nokasatenen. O6ydvatowmiics ae- pUTENBLHO
MOHCTPUPYET OTPbIBOYHbIE, hparMeHTapHble 3HaHWs, 4OoNycKaeT rpy-
Oble ownbkn. He BbinonHeHbl nabopaTopHble paboTbl B COOTBETCTBUN
C YCTAHOBNEHHbLIM NEPEYHEM.
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